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Recently, we have seen an increase in the quantity of phishing emails,

which are sent from a spoofed official CTBC Bank email address and

containing a malicious attachment. To deter and protect you from such

threats, CTBC Bank would like to share with you some useful tips on how

you can enhance the security.

® Five tips on how to identify a phishing email

1.

Please make sure the content of the email notice is related to
your company.

DO NOT open the attachments or click links without any further
verification. It is strongly advised that you go through the file
names, senders, and URLs shown in the email first.

DO NOT click on the links in the email or unofficial website
indicating access to our corporate e-Banking platform (eTrust).
CTBC bank will not ask you to provide password, user name,
login ID and other personal information via email.

If there are some abnormal messages or any other irregular
situations, such as garbled texts, incomplete words or numbers
written in the email, please contact our customer service hotline

immediately.

® Two tips on how to prevent malware infection

1.

Please activate firewall and install anti-virus software on your PC.
Virus-scanning should be turned on and keep the virus database
updated automatically.

Please change passwords of your PC and email accounts
regularly. The length should exceed 8 digits with alphabets and
numbers. The longer and more complex your password is, the
less likely your security and identify will be breached. Also, please
avoid using same passwords to login multiple websites.



If you receive any suspicious emails purportedly from our bank, please
contact our customer service representatives to verify the authenticity of
the emails.

This is a security reminder from the CTBC bank
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